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ExecutivBummary

D-CENT aimsat developingargescalecollective platformsto support citizen empowerment.
As shown by the preliminaryconsiderationdrom the first round of interviewswith alternative
and complementary system managersin Spain, Finland and Iceland (D1.2 and D3.4),
decentralisedand privacy aware digital infrastructuresare neededto allow institutions to
integratesocid feedbackrom the citizens leveraginghe potential of the extendedsocietyand
socialexpertsto improve democracyandmanyaspectsof our society.

In turn, the experimentationon the Digital SocialCurrency Pilotsin D-CENT canbe conceived
asanopen-source approach to decentralized complementary currency design, which
becomesever more relevantwhere pilot communitiesare alreadyactivelydesigningools for

collective engagementand decision making on monetary economic matters affectingtheir

communities.

The generaltrends that inform the designof the Digital SocialCurrency outlinedin this report
at the light of the findingsemergedfrom field researchconductedin 2014(D1.2 andD3.4) are,
respectively:

1. Iceland: a blockchainenabledmunicip& currency inspired by the casestudiesfrom
Libra Circuit, the SoNantes(France),and coupledwith usecase like the HullCoin
(United Kingdom).Icelandis offeringthe bestsuitablesocialenvironmentfor a LeanUX
developmentof the currency software toolkit in D-CENT. We aim to facilitate the
usageof cryptographicblockchaintechnologiesby co-designinga reward systemfor
political participationintegratedin Betri Reykjavikn collaborationwith the Municipality
of Reykjavik.

2. Spain: the Eurocatcomplementarycurrencyhasalreadybeenlaunchedn Barcelonaon
April 2014. We conducted an in-depth research on the status of the project,
acknowledgingthat Eurocat needs a digital decentralizationstrategy to secure its
resiliencyandthe reliability of its digitalcommons.We intendto envisionandfacilitate
the evolution of its existingtechnicalarchitectureto foster stewardshipof shareddata
among participants. The aim is to decentralise the storage and distribute the
responsibilityof servicehostinganddatacustody.

3. Finland and Italy (Milan): a decentralisedsocial remuneration system that can
reward the contributions that membersof Helsinki UrbanCooperative Farm perform
to the commoninterest of the cooperative.This model will be alsopiloted in Milan,at
MacaoanHUB for culturalworkers of the city.

The focus in T4.4 will be on the technicaland designelementsthat shape Digital Social
Currency as a way to legitimisethe bottom-up processby meansof auditablecryptographic
blockchaintechnologies,respectively:decentralizedstorage, ubiquitous wallets and adhoc
socialremunerationsystemsOur focusis on complementarycurrencydesignin the hope that
the distributed allocation of credit created amongengagedmemberssupports a reputation
managementin terms of tolerance of risk. This technical design will be the reference
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framework for the Freecoin Toolchain implementation and experimentation across the
differentpilots here described(D5.5).

We alsoproposea first set of indicabrs to assesshe succesf the DCENT currency pilots,
andtheir socialimpact.We definedsocialimpact here asthe socialand cultural consequences
for pilots populationsof the introduction of Freecoin Socialimpacts,in this field, involve the
waysin which peoplerelate to one anotherby meansof Freecointools, organizeto meettheir
needs,and generallycope as membersof the community,as well as changedo the norms,
valuesand beliefsof individualsthat guideand rationalizethe political processof deliberation.
Thisfirst set of indicatorswill inform the future work on sustainabilitynodelsandimpact (D
1.3)andthe frameworkfor implementingligitalsocialcurrencies(D3.5).

Finally,the common characteristicof the different pilots and usecasehere describedis the
need to strengthen the democratic debate necessaryto consolidate and preserve the
managemenbdf economic transactions,especiallythose with a social orientation, inside the
localmonetarycircuit.

Thiswork showsthe strategicimportanceto connectthe D-CENT democracypilots with the
socialcurrencypilots. Only througha democraticandparticipatorydeliberationsystem citizens
cancollectivelydefinebottom-up their socialneeds,andinform the choicesmadeon resource
allocationand investmentin socialobjectivesand ethical criteria. This concernsthe notion of
osocial sustainability 6: without participation and real democracy, local monetary

circuits run the risk to remain too little, too dependent on the local political cycles,
too far from the real demand that may be expressed by the local economic system.
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1.Introductidn

All our Modern socialorganizationdaveeither beencreatedduringthe industrialage,or have
been optimized for that environment.That is the casefor production, distribution, housing,
transport, education,healthcare governanceand political decisionmaking,etc., The industrial
agewasalsoa goldenagefor "experts”,peoplewho know what hasworked in the pastthanks
to specializedtraining in very specificfields. Almost all organizationstook the form of
pyramidsjn whichinformationwould flow from the field through expertsto the top where the
most important decisionswould be made.Good organizationsvere those that managedhe
necessarynformationflowsin sucha structure, andwere effectivein havingthe decisionamade
at the top implemened down the pyramidbackinto the field.

However, the industrial age has died with the 20th century. China becomingthe "world's
factory"wascertainlynot at the origin of this process but hasacceleratedts implicationsand
is ensuringthat the changesare irreversible.

It hasthereby becomea clichéthat we haveenteredthe informationage.Interestinglythe way

information technologyitself hasevolvedhasalso shiftedfrom what usedto be expected.For

instancejn StanleyKubric'sclassic'2001: A SpaceDdyssey'(1968),computerswere supposed
to become giant centralized machinesthat control everything.Of course, what happened
instead is the Internet: a network of millions of machinesinteracting in a distributed

architecture. Mobile phone technology is guaranteeingthat this networked approach is

decentralizingurther all the way to the individualcitizen,andfor the first time is takingplace
simultaneouslyn a globalscale This explainswhy mobile phonetechnologymakesit possible
for what usedto be called"developingcountries"to makea quantumjump in communications,
to the point that it starts erasingthe distinctionwith "developed'ones. Decentralizedmobile

paymentsystemsare now more advancedn Kenyaor Indonesiathanin the US or Western

Europe.Preciselybecausehe informationageis makingour major socialsystemsobsolete,all

countriesshouldbe consideringhemselvess"developing"Somestill happento be in denialof

that fact...

The shift from the industrialto the informationagerequiresstructural changeby definition.In
turn, structural changerequires structural innovation, which is typically not the terrain of
"experts"who havebeentrainedto understandvhatworked in the past. Thereisrisk that the
old pyramidal decision structures and the establishedexperts become obstaclesto the
necessarghange.

One of the reasonsfor failuresis that the traditional structuresare simplytoo slow to be able
to adaptto the speedof changan the field. By the time that the relevantinformationhasbeen
distilled upwardsin the pyramid,and the implementationof the decisionhaspercolatedback
down to the field, the reality may have changedenoughto make even a correct decision
obsolete

! by BernardLietaer
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It is only in sucha broader context that the relevanceand importance of a project like D-
CENT becomesvisible. It starts with the premise that democratic governancewill haveto
adaptin the 21st century by smart use of the information technologiesthat have become
availablelt welcomesthat civil societyin general,and activistcommunitiesin paticular, can
become an important source of socialinnovations.What are the tools now availablefor a
communityto makedecisionsandto organizeand coordinate its actions?or they havethe
potential to implementthe decisionsmadeby the communitiesand for the communitiesin a
shorter loop than the legacygovernancesystems.The currency designghat are describedin
this sectionaimat providingtools that fit thoserequirements.

11Digitasociakurrencexperiments fosterdirect
democracgaossEurope

The researchand developmentapproachproposedfollows up on the definition of Freecoin:
back in 2011 researchersat Dyne.org had announcedtheir intention to 0 f o Bikan and
developo F r e é with ithe aim to realize a software toolkit to build and deploy custom
cryptographicblockchainsHavingforeseenthe successand importanceof the Bitcoin project
andits underlyingcryptographidcblockchainechnologythe Freecoininitiativedoesn'taimto be
a currency in itself, but to be a basefor field experimentationand Lean currency design
practicesbasedon suchtechnologiesFreecoinis not a currency, but a suite to create P2P
currencies,n order to scalebottom up cooperationfor the socialgood Freecoinis thought of
as a toolchain: a backendsuite of interoperabletools to run free and open source, adhoc
blockchainsystemsThe ultimate ambitionof the FreecoinToolchainis, evenbeyondthe span
of the D-CENT project, to reach GNU software quality standardsto create and operate
blockchainsystemsIn our previousresearchwork (D3.4), we sketchedout different kinds of
local monetarycircuitsandthose systemghat complementthe conventionabankingsystemby
implementingcurrenciesthat perform countercyclicabhndsocialpurposes.

On the one hand,we arguedthat a well-designedcomplementarycurrency is ableto sustain
businesseand financelocal welfare servicesalongsidewith the nationalcurrency (SwissWIR,

French SoNantes,Italian Sardex,EnglishBristol Pound, German Chiemgauer)Both the case
studieswe presentedandthe users'interviewsgatheredin the pilot contexts showedthat top-

down projects do not work. For instance,SoNantesis perceivedas a project without real
particpation and distributed democracy especiallyin the definition of social needs that
characterizethe community sector. At the time of writing the Sonanteslaunch has been
announcedfor the spring 2015, after more than four yearsof 0 a | -testimgs t a dnethis.
period the launchhasbeenannouncedhree differenttimes.

On the other hand,the SolViolette case(Toulouse,France)a voucherallocatedby the public
sector to specifictarget groups, presupposeghe collaborationwith many actors following a
bottom-up decisionmakingprocess.It requires both increasinghe diversity of businesse®f
socialeconomyfor wideningthe rangeof availableeommoditiesandthe provisionof funds,but
the Sol Violette governancemodel seemsto be a best practice:the organizationrunningthe
schemeis divided into 5 advisory groups and each group sendsrepresentativesto a main
decisionmakingbody, consistingof 17 vice presidents Everyonewho is part of the SolViolette
Associationhasa sayin all matters affectingthe currency,andall major decisionsare taken by
consensus.
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This concernsthe notion of 0social sustainability 6: without participation and real
democracy, local monetary circuits run the risk to remain too little, too dependent
on the local political cycles, too far from the real demand that may be expressed by
the local economic system.

In fact, all currency sysems shouldideallybe managedhsa commons.Indeed,if any currency
losesthe trust of its users,it simplystops beingacceptedas money.This is the caseevenfor
officialmoney,asis demonstratedwheneverthere is a currency crisis.Contrary to the overly
simplified idea of the "tragedy of the commons"”, communitiesall over the world have
developedand used effectiverules that make managemenbf a commonssuccessfulThis has
beenwell documentedby Elinor Ostrom, in a life-longwork for which shereceiveda Nobel in
Economics(Ostrom, 1990,1994,2003).As statedin section3.3,0ne of the most important of
these rules is hyperdemocracymost of the people affectedby the systemshould havethe
capacityto influenceandmodifythe rules,if andwhenneeded. We are obviouslyvery far from
such an environment in the case of the official national currencies. However, for the
managementof social purpose currencies input from the users will be critical for the
sustanabilityof suchsystems.

By consideringthe peculiaritiesamongD-CENT pilots, the definition of the socialneedsthat
characterizethe communitiesand civil society sector representsnot only a prerequisite to

improve democratic participationof citizens,but moreover an important tool to well design
anddisseminat&knowledgeandbest practicesarounddigitalsocialcurrencies.As we arguedin

D3.4, the ways through which people center6 a complementarycurrency system- be the

serviceprovidersor userswho sharecertain socialand economicissues- canbe different. In

any case,the local monetary circuit should provide liquidity to financenot only the local
businessesbut also the collective servicesand the activitiesthat correspondto the social
objectivesandethicalcriteria asdefinedbottom-up by the community.

A Demurrage mechanism (anegativanterestapplicablgo a currency)providesanincentive
for the currencyto circulate. At the extreme, credits that arend spentby a certain date are
automaticallytransferredto another account,asa donationor asa fee for the socialservices
providedby localwelfaresystem.The charitiesthat receivethe credits maythen spendthem to

purchasegoodsand servicesfrom the firms. In this way the communitieshaveto alsodiscuss
the possibilitiedo fundother socialinnovationsprograms.

*Thesevernrulesfor sustainablynanaginga commonsby Elinor Ostromare:
1 Clearlydefinedboundaries

Congruencewith localconditions

Hyper-democratic:Most individualsaffectedcanparticipatein modifyingthe operationalrules.
Monitoring:Monitors are accountabléo Usersor are Users.
Conflictresolutionmechanismsapid accesgo low-costlocalarenago resolveconflicts
GraduatedsanctionsUserswho violate operationalrules are assesse@raduatedsanctionsby
other Users,by officialsaccountabldo theseUsers,or by both.

1 Minimalrecognitionof rightsto organizeNo contradictionswith Stateof FederalLaws

=A =4 =4 =4 =4
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The rules to issue the currency depend on the decision-making processes (i.e.
direct democracy) that characterize different pilots. For instancealsothe demurrage
mechanisnshould be decidedbottom-up by consideringthe form of direct democracythat
communitiesadoptandaccordingto the principleof Isigoria,.e.the notion aboutthe citizenin
Ancient Greecethat enjoyednot only free speechbut alsoequalsayin the finalformulation of
policy, independentlyof whether he was rich, comfortably off, or indeed a pauper eking a
modestexistenceout of manuallabour. Aristotle® definition of democracyis still significanin
thisregard.A constitutionin whichthe freebornandthe poor control the governmentpeingat
the sametime a majority (Varoufakis2014).

In order to start Digital Social Currency designfrom desirabletheoretical pinpoints, the

suggestionn the concludingremarksof D3.4 wasto endorsethe insightsfrom Lietaer et al

(2001;2010and2012),i.e.to designstructurally sustainablenoneysystemsviathe creation of

a digital ecosystemof complementarycurrenciesto usein parallelwith conventionalones( a
"Monetary Ecology). Indeed,alongsideorthodox monetaryeconomicsa polidoxy (Arnspenger,
2008)in the monetaryfield would meanthe legitimacyof currencydiversitythat becomesthe

new norm for systemiaesiliencepurposes.

Startingfrom thesepremisesthe proposalin this deliverables to designdecentraked tools to
managdrust relationsamongparticipantsof multi-currency systems(Eurocatand Euro; Social
Credits and IcelandicKronas, etc.) by meansderived from an interoperablebackendsoftware
componentthat facilitatesthe usageand integrationof cryptographicblockchaintechnologies
for achievingsodal sustainabilityln this way it is possibleto have not only a structurally
sustainablemoney system,but also a structurally integral one. In brief, sustainabilityis not
enough;we alsoneedbuilt-in integrity for a Gtablé&systemto endure (Schumacér, 1989 and
llliceto, 2008),while preservinghe pathdependencehat characterizeshe differentpilots.

Pilot presentsdifferent cultural norms and goals consequentlythe technologiesmust consider
some degreesof freedom in the social system:the way in which money is issued and
distributed,the wayin whichthe complementarityoetweenbusinessandcollectivesocialneeds
is ruled, the time when hoardingmay be acceptedthe possibilityto remuneratespecificwork

in complementarycurrency, or the opportunity to use them to pay local taxes to local
governmentsrepresent just the most important parametersof the systemthat may vary
dependingon democratic decisionmaking process. Notwithstanding, technologiesmay be
extremely usefulfor all D-CENT pilots to support the trust in the local virtual currency, to

facilitate both monetary and informative exchangesn the community,to historically monitor

the monetary flows and stocks at local level in a decentralizeddemocraticand transparent
fashion.

In turn, the Freecoin Toolchain should respect the normative dimensionof the monetary
circuit. Money is a social relation more than it is a pure technical instrument (Ingham
1996, 2013)As such,it reflectssocialrelationswhich function asprovidersof rulesfor games
playedby socialand economicagents.The technologiesand algorithmswe will propose must

be conceivedastechnicaltools influencedby socialvariablesand aimedto solve problemsof

social and economic coordination. Social purpose complenentary currenciesare monetary
solutions for effectivelyreframingthe structure of the communitiesand social economies
participatingo D-CENT pilotexperiments
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Followingtheselinesof thought,animportant aimis that the FreecoinToolchaincanincrease
the local multiplier effect by linking local unusedresourceswith correspondentunmet needs
and, consequentlyfoster local aggregatealemand.This may take placewithin the dynamicsof
the Eurocatregionalcurrencyin Catalunyavhosemainpurposeis to allow for collectivesocial
control of credit. Secondlythe local multiplier could increasein Icelandthanksto a municipal
currency scheme allowing for the circulation of social credits within the network of
participatinglocal partners from both the public and the private sectors. In other casesin
Finlandand Italy, the digital social currency may result from an experimentationaround the
capability of the blockchain to process collective decisiomamaking operations for the
managemenbf the communities,i.e. to increaseof the local multiplier effect by virtue of
increasecefficiencygainedrom distributedcompuing.

Cooperative relationshipswill hence be reconsideredin a new way. Furthermore, the
reductionin the cost of working capitalfinancingcoupledto increaseddemand- whichin this
schemecanpotentiallymeetthe new needsfrom the world of solidarityeconomy- could allow
companiesand public administrationsto increasethe longterm investmentsin EUR;funding
availabilityandthe expectationsof increasingeturns mayactuallybe part of this scenario.The
viability of a monetary circuit, dependsnot only on simple matters of socialengineeringor
managemenilhe trust dimensionamongparticipantss perhapsevenmore crucial.

Hence, in the following, we propose design elements for a toolkit - the Freecoin
Toolchain -to build blockchains for the social good aimed to improve decentralized
trust management dynamics manifesting in the D-CENT digital social currencies
pilot communities.
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2.\WhyBitcoin?

Thischapterwill illustratethe presentstate of cryptographidblockchairtechnologiesn relation
to the aims of the D-CENT project. We will describethe designtraits of cryptographic
blockchaintechnologiegto whichwe will simplyrefer as"blockchain'in a rather abstractway),
by deconstructingthe featuresof this invenion that we believeto havea massiveinnovative
impactin the fieldsof informationsciencesanddigitalsystems.

Our enquiry starts from the most mediatic and influential project: Bitcoin . We need to
distinguishbetweentwo different usesof this name:the bitcoin asan Information Technology
Protocol andits implementationasa Bitcoin Currency. They were both originallypublishedby
SatoshiNakamotoandnowadaysnaintainedoy anactivegroup of internationaldevelopersWe
will then take in exam somerelevantfirst and secondgenerationblockchainimplementations
that have accompaniedand followed the Bitcoin popularizationand worldwide adoption.
Further, we will present a critique of Bitcoin at economic and political level and we will
concludewith a discussiorof blockchaintechnologiesdevelopedfor managinghe socialgood
in adecentralizedvay.

2.1CryptographtockchaitechnologiesBitcoin

Cryptographic blockchain technologies (blockchain), made famous by the Bitcoin
project, are emerging as an interdisciplinary area of software development for
decentralized data commons, value exchange and management of trust.According
to the primary author of the Bitcoin Core implementation, Satoshi
Nakamoto: OBitcoin is a decentralized electronic cash system that uses peerto-peer
networking, digital signaturesand cryptographic proof so as to enable users to conduct
irreversible transactions without relying on trust. Nodes broadcast transactionsto the
network, which records them in a public history, calledthe blockchain after validatingthem
with a proof-of-work system.Users make transactionswith bitcoins, an alternative, digital
currencythat the network issuesaccordingto predeterminedrules. Bitcoinsdo not havethe
backingof anddo not representanygovernmentissuedcurrencyd (Nakamoto2008.

In other words, a blockchainis a timestampedledger sharedby all nodes participatingin a
systembasedon the Bitcoin protocol. The blockchairallowsfor a new architecturein payment
systemdesign:every deviceparticipatingto the network - andthe people usingthem - share
the sametransactionhistory by abidingto the 'longestchainrule’: the blockchainis a tree-like
structure that consistsof all valid blocks whose entire ancestryis known, up to the genesis
block. This common understandingcreates a shared agreementwithin the whole Bitcoin
communityabout the reliability of usingthe decentralizedcurrengy. Sincethere is no central
point of singlefailure,and sinceit is availableo everybody,a blockchainis structurally more
resilient and transparentthan the conventionalmonetary system,which hasproven prone to
collapseandvery difficultto effectvelyauditby statute.
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A transaction on the Bitcoin blockchain canbe describedasfollows:

OA transactionis a datastructureéhat encodesa transfer of valuefrom a sourceof funds,called
an input to a destination,called an output One should think of them as bitcoin amounts-
chunksof bitcoin - beinglockedwith a specificsecretthat only the owner or personwho owns
the secret can unlock. The fundamentabuildingblock of a bitcoin transactionis an unspent
transactiomutput or UTXO. UTXOs are indivisiblechunksof bitcoin currency locked to a
specificowner, recorded on the blockchain,and recognizedas currency units by the entire
network. The bitcoin network tracks all availablgunspent)UTXO currently numberingin the
millions. Whenevera user receivesa bitcoin, that amountis recorded within the blockchainas
aUTXO. [There] is no suchthingasa stored balanceof a bitcoin addressor account;there are
only scatteredUTXO, lockedto specificowners. The conceptof a use & bitcoin balances a
derivedconstruct createdby the wallet xapplicationThe wallet calculateshe usei® balanceoy
scanninghe blockchairandaggregatingll UTXO to that user (Antonopoulos,2014)6

Startingfrom the first, or genesisblock, a chain of bitcoin transactionsignitesa process of
validationviaa distributed consensus algorithm run by all those who participateinto the
activity of issuanceof new currency, or miners. A chain of bitcoin transactionsmay be
representedasfollows:

Bitcoin x o Bitcoin x

i+ P’ private key

P e———

. 4 |
+ P! public key

Source: ECB.
Figure 1: representationof a chain of bitcoin transactions.

More than 5 yearsatfter its inception,Bitcoin Coreis still the referenceimplementationof the
Bitcoin protocol, its code is distributed under the free and open source software MIT license
and maintainedby a rather compactgroup of developershandlinga significantoad of daily
contributions.
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Contributors per Month

2010 2011 2012 2013 2014 2015

Figure 2: bitcoin contributions per month

Its codeis crossplatform (binariesare providedfor MS/Win,Apple/OSXand GNU/Linux
operatingsystemsjyandwritten in C++, requiresareasonablemountof library dependencies
andinterfaceswith usersviaa commandine,aremote procedurecall API(JSONRPC)anda
QT graphicalnterface.

Here follows a brief list of library dependenciesf the Bitcoin Core daemonbinary(excluding
GUI code)at the time of writing (versionseries0.10):

1 libgmp GNU MPBignum

0 libboost_system BoostC++ extensions
0 libboost_filesystem BoostC++ extensions
0 libboost _program_options BoostC++ extensions
0 libboost_thread BoostC++ extensions
0 libdb_cxx BerkeleyDB version5.1
0 libssl Openssl1.0

0 libcrypto Openssll1.0

0 libminiupnpc Mini UPNPIlibrary

0 libpthread.so.0 Posix1.b Threads

In recent times the contributions on Bitcoin Core haveincreasedsignificantlysomethingthat
makesour work more complexanddefinitelyleavesehindmost alt-coin forks.
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Figure 3: bitcoin commits per month

However it must be saidthat the contributions go in good directions for the future of this
codebasepalso modularizingits code, removingunneededparts and integratinga proper test
mechaism.

Lines of Code
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Figure 4: bitcoin lines of code

Most blockchainre-implementationsharethe samealgorithmicschemeone or more hashing
algorithms(at leastone to produce humanreadableaddressesusuallyRIPEMB160) and an
elliptic curve (EC) for signaturesin Bitcoin Core are usedtwo roundsof SHA256to calculate
and verify dMerkle rootsé (binary hashtrees) as block identifiersand the EC DSA Koblitz to
perform signatures(secp256k1).There has been a lot of speculationon the possibility of
cryptographicattackson this choiceof cryptographigprimitives.However for the way Bitcoinis
engineeredthe compromissionof one primitive would not carry over in other parts of the
system. It must be anyway noted that the theoretical future popularizationof quantum
computingmayopena relevantattacksurfacefor this systemarchitecture.

By now is clear that the generaldirection of blockchaintechnologiesis that of making
informationsystemamore distributedandresilient:a generaimprovementthat not only implies
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havinga distributed databasebut also a timestampingmechanisnfor data operationsand an
authentication system that is decentralizedand provides incentives for involved peers.
Neverthelessgheseimprovementscome at a cost whichis higherin theseearly phasesthat of
usabilityandmalleability:

1) Usability : most blockchainbasedsystemswillingto bridge over the usabilitygapare giving
up on decentralizatiorand derived advantageso delivera managedveb environmentfor the
users.Suchsolutionsbecomelessinterestingasthey come closerto what is alreadyprovided
by more maturetechnologiesasclouddistributeddatabases.

2) Malleability : adaptingblockchaintechnologyto specificneedsturns out to be anextremely
complexanddangerousoperation which risks to introduce flawsthat mayalsoappearlater in
time when the deployment of the implementation has already grown in importance.

Secondgenerationblockchaintechnologiesmostly have struggledto improve malleability for

instanceimplementingtouring-complete languageshat can fit scripts between bytes padding
some transactionsand, in doing so, relying on the techno-political negotiationof the Bitcoin
protocol Take for instancethe debacleabout the 80 bytes of OP_RETURN, an harshly
contestedground for quite sometime now amongdifferent designviews at stake, something
that severalnew implementationgely upon for their own existence.lt is often the casethat

the implementationof such blockchainscripts is marketed as a multiplication of possible
functionsfor the blockchainyet the price of augmentinguch complexityis not considered.

Meanwhile asof today, there isn't a clear path markedfor blockchaintechnologiedo become
less complex and more malleable:the complexity of implementationsis growing directly

proportional to the possibilitiesof adaptationn variouscontexts.We identifythis asone of the

biggestflaws in the current developmentof blockchaintechnologies,which we can only

considerto be still far from adulthood.The still growingcomplexityof blockchaintechnologies
underminestheir longterm usagein missioncritical situations,makingit difficult to deploy
them for sociallysourd applicationghat canthen be only understoodand governedby a small
elite of highlyspecialize@&ngineers.

For thesereasonswe believethat the major weaknesses blockchaintechnologiesare not to

be identified in the domain of cryptographicanalys and technicalimplementationswhere
steadyprogressis beingmadeon top of a technicallyinnovativedesignthat offers qualitative
advantagesover what has preceded it. The major weaknessedie into the possibility to

appropriateand audit suchtechndogiesby a larger portion of the populationaffectedby their

use. As a solution to this, progressingon blockchaindevelopmentfor the social good, we
proposeto further deconstructandsimplifyblockchaintechnologies.

On OP_RETURNsee:https://github.com/bitcoin/bitcoin/pull/3737 https://github.com/bitcoin/bitcoin/pull/5286

http://www.economist.com/news/finance-and-economics/21599054-how-crypto-currency-could-become-internet-money-hidden-flipside
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22 Featuresftheblockchain

At the time of writing this chapter(Jan2015),we cancount an existingamountof 585 alt-coin
implementationsthe majority of which are forked from Bitcoin Core at different versions
mostly between its 0.7 and its 0.9 release,with a few exceptionsof full-rewrites and/or
complete replacementof the blockchainprotocol. In the past 5 years about 70 0Bitcoin
iImprovementproposal® (BIPs)havebeen processedand the Bitcoin Core hasbeenupdated
and patchedfor problemsencounteredalongthe way, updatesto which the alt-coin forks can
barelycatchup dueto complexityandlackof modulardesignin code components.

On top of this scenariojt is difficultto ignorethat the quantifcation of the Bitcoin market cap
in financialterms today amountsto a total of approximately5.5 billions US Dollars of which
4.7$billionsare stored in Bitcoinandalmost1$ billion in alt-coins,which shouldgiveus anidea
of the peer pressureandinterests presentin debatingtechnologicaenhancementandchanges
to the Bitcoin Core referenceimplementation.

To proceed explainingthe design features of cryptographic blockchaintechnologies,let®
deconstructits core functioninto 3 mainparts:

- Proof of Work
- Authentication
- Decentralization

Proobf Work

The proof of work (POW) is the algorithmthat needsto be solvedin order to obtaina block
asreward: it is what oBitcoin miner try to solve and what becomesprogressivelyharder to
solveat every new block rewarded.In Bitcoin miningis the act of creatingbitcoinsby running
the proof of work algorithm,which producesnetwork neutral proofs of the factthe algorithmic
oworko6 hasbeendone. The metaphoris that of findingthis "algorithmicaimineral”and minting
it into usabletokens,which is adequateconsideringcryptographiccurrenciesare digitalassets,
rather than coinsin the most literal sense.The processof miningis remunerative for those
who challengeit by running the mining software on their computers which transforms
electricity into Bitcoins.By mining,computerslook for numbersthat are not yet discovered
and,oncethey foundthem,thesenumberscanbe relayedascoinswithin the network.

Miners generatea wealth they canput it in circulationat their own discretion.As absurdthis
may sound,the valueof digitalassetsproducedthis way is purely relationalandit is important
to understandhat the POW algorithmis reallythe sealof neutrality for sucha systemthat will
reward the sameway anyparticipantto the network.

As the designof Freecoinwill show,the POW is alsothe mainpoint for customizationof the
Bitcoin Core implementationThe forks of Bitcoin Core havecreatedparalel blockchaingust
by usinga new "genesicode"anda new POW, hencereusingmost of the originalsourcecode.
The substitutionof the POW with differentalgorithmscanhavefar consequencedpr instance
the most popular alt-coin called Litecoin has adopted the Scrypt hashingalgorithm which is
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memory intensive rather than CPU intensive to couplethe miningprocessto that of Bitcoin,
so that minerscanmine both blockchainoon the samemachinesAdopting Scryptfor Litecoin
hasalsomeantto setalower barfor new miners:the hardwareraceto ASICandFPGAboards
built with hardcoded SHA256hashings somethingthat made mining extremely competitive
for Bitcoin andlessinterestingfor new arrivals.But Litecoin hasdisabledBitcoin minerson its
blockchainand,while growing,hasraisedindustrialinterest to offer new Scryptminerson the
market.

The approachto obstruct hardware mining and avoid the take-over by big specialized
players hasbeenadoptedby variousBitcoin forks and re-implementaibns: so calledohybridd

and 0CPU alternate&d POW algorithms whose approachis often that of mixing multiple

cryptographic algorithms, very different among each other, which are difficult to be

implementedn a compacthardwaresetup,be it FPGAor ASIC.The diversity of algorithmsis

mostlyimplementedoy chaininghem andthe increasinglifficultyin miningis alsoclaimedto be

awarrantyof longterm security:it is the casefor Quark (QRK) for instanceadopting9 rounds

of hashingrom 6 hashingunctions (Blake,Bmw, Grgstl, JH,Keccak,Skein)plus 3 rounds of a

randomhashingunctionamongthose,or SecureCoin(SRC)chainingGrastl, Skein,Blake,Blue

MidnightWish, JHand SHA:3.

The POW is alsothe computationthat demandsnost power and generatesmost entropy (as
heat) for the processof creatingnew blocks and processingiransactions.The nature of this
computationis entirely arbitrary andin most casegroducesresultsthat have no useoutsideof
the blockchainitself. But for those usingthe blockchainit is not pure waste,sincethe work
done increaseghe strength of authenticityin the blockchain- a critical role especiallyat the
very beginningf a new blockchain.

It isimportantto note that the inutility of POW resultsoutsideof the blockchairhasalsobeen
addressedy alt-coin projects,first andforemost by PrimecoinwhichhasadoptedasPOW the
searchof new prime numbers.Thanksto the incentiveof its financialvalue on the Bitcoin
market, just during the first months of existencethis project hasbeenableto gatherenough
participantsto find several new kinds of primes in the Cunninghamseries, a de-facto
contribution to mathematicatesearchthat is still on-going.This maybe anindicator of the fact
that the POW of a blockchaincanreally be a relevantcontribution to researchif related to

computationsusefulalsooutsideof the blockchainhencediminishinghe entropy it creates.

Authentication

Another core featureof cryptographidolockchainss that of authenticatinglatainscribedinside
them, be them transactionsof blocks or, in more advancedscenarios,any other sort of
metadatanscribedor linkedinto suchtransactions.

The authentication(through distributed validation)works by the principles of triple-signed
accountingalreadywell describedby lan Grigg'sarticle oTriple Entry Accounting, basically
consistingn a peer to peer basednetwork of withesseghat are offeredincentivesto signthe
existenceof contractsat a certain point in the blockchainwhich alsomeansat a certain point
in time. Timestampings in fact animportant part of this featurethat really makesit usefulfor
the sort of contracts and notarile acts that are nowadaysstill authenticatedby a centralized
network of authorizedsubjects.
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It is alsoimportant to note that within the digitaldomainthe characteristicof unicity canonly
exist so far in a blockchainsystem:still everythingthat is digitalcanbe copied,yet by virtue of

signed contracts a digital asset can be publicly transacted and every participant to the

blockchaincanverify that andevensignit asa witness.The blockchainwill timestampandstore

the whole history of transactionsfor eachasset.This feature of authenticationbecomesvery
closeto the etymologyof the word itself: composedby U U d and™3 Uj the noun refers to

the assessmenaf truth, reality and unicity within a system.t is not a coincidencehat notarile
acts are said to be "authenticated".Authentication is an important feature of blockchain
technologieghat staysunvariedacrossall forks and re-implementationsHere we dareto say
that the core innovation of blockchainis really that of givinga group of participantsthe

potential to assessvhat is true for its peersandto track and store the genealogyf sucha
truth.

Decentralization

The third salientfeature of blockchainsystemsis that of decentralizinghe storageof all the
data containedin it, by distributingit amongthe whole set of participatingpeers.In Bitcoin
Core anyonewho hasthe software running, even those who are not mining, will have a
owalle® andthe full copy of the blockchainstoringthe full history of the network. Suchprivate
nodesdo not dependfrom anycloud or centralizedserviceof sorts: the only thingthey needto
functionare other peersof the samekind. Everypeer storesthe completeblockchain.

Due to the increasingsize of the blockchainthis way to function is beingchangedin many
Bitcoin re-implementationsat the risk of losingan important feature:a very resilient way to
store the history of contracts taking place inside the blodkchain - and possiblyalso more
attacheddata.

Obviouslythis is a feature that is very important for the D-CENT project andwe are looking
forward to keepit aroundin anyimplementationwe use.It shouldalso be noted that nodes
storing the whole blockdain can be smallhubs connectingmultiple users,hencethe load in

runningone canbe shared- or shouldwe sayfederated- amongmultiple local communities.
Decentralizedand resilient storage also makesavailablgo anyonethe possibilityto run data
aralysisandtrackingof transactionsacrossthe whole network, somethingwe seeasdesirable
in most usecaseglealingwith credit circuitsandaccountabilityfor publicfunding.

The aforementionedubiquitous wallet featurewe intendto deployin pilots is heavilyrelying
on suchdecentralizatiortraits: so calledbrain walletsor paperwalletsare basicallystoring all
their contentson the blockchainand providingaccesso them from anywherewith the only
requirement of a secret(be it a passphraser grcode).We believethis goesevenbeyondthe
concept of mobile clients in openingup new opportunities for public sharedinterfacesand
technologyindependenticcesgo participation.

2.30verviewfblockchalookbases
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From the Bitcoin popularizationand until today a variety of blockchainimplementationshave
appeared,most of them emphasizingon the decentralizationaspectsintroduced by the
technology couplingthem with more featurescontextualto differentareasof application.

To simplifythis overview we will distinguishbetweenthree generationsof codebasesbriefly
describingtheir origin.Thissection does not aim to be comprehensiverather than sketcha
genericdistinctionthat is usefulfor the analys beingconductedon pilots.

Firstgeneratiotcndebases

We ascribeto the first generationof code-basesall those implementationdasedon oProofof-
Work 6 schemesthat combined cryptographichashingalgorithmsin different ways, but all
substantiallyadoptinga determinedsubsetof results from such algorithmsas the finite total
amountof a certain"digitalasset"for instancen Bitcointhat is all valueghat whenhashedead
to aresult that hasa number of leadingzeroes,while other "crypto-currencies"haveadopted
differentarbitrary sequencesere.

Thisis the cryptographidrade-off at the baseof Bitcoin® mathematicahrchitectureandall first
generationcode-basesthe difficultyto find valuesincreasesexponentiallyasmore of them are
found, but verifyingtheir authenticityis easilydone just runningthe hashingalgorithm.The vast
majority of dalt-coind implementationsare forks of the Bitcoin Core codebase from its
publishedversion0.6 to 0.8 and are basedon this principle, mostly applyingvariationson the
hashingalgorithmandin somecase®n the P2Pstack.

To operatein variouswayson the dmaird Bitcoin blockchainmore implementationdiavebeen
undertakenby different developersand in different languagesppeningup the possibilitiesto
have an incredible proliferation of first generationblockchainapplicationsbearing different
features.One of the first and foremost featuresto be developedwas that of storing the
blockchainon a serverthat cancommunicatewith lightweidnt clientsin order to overcomethe
need to havethe full blockchaindownloaded,a feature very useful for mobile clients. For
instancethe oStratun® protocol wasthen developedto allow the Electrumclient (written in
Python)to operatein communicationwith a blockchainserver, sucha protocol becamea de-
facto standardalsofor miningsoftware, but its statushasnot yet beenformalizedinto a BIP
(BitcoinImprovementProposal)for standardization.

A maturere-implementatiorof Bitcoin'sprotocol we find particularlyinteresting becauseof its
versatilityin handlingsuchclientserver scenariosis Libbitcoin:written in the earliestperiod of
Bitcoin popularizationwith a clean approachto a modular C++11 codebase, Libbitcoin
expresslyaimsat beinga modularcomponent(a library) to be usedby andincludedinto larger
architectures.Libbitcoin also managedo provide a very fast adhoc databasdfilesystemfor
blockchainoperationsandan APIthat canbe exportedto differentlanguagedirst of all Python.

In the domainof what we call dfirst generatiod muchmore developmenthastakenplaceandit

is beyondthe scope of this documentto map all of it, it is however worth mentioningthe

BitcoinJ implementation,among the first implementingthe dightweight simplified payment
verificatiord (SPV)mode to verify transactionsby downloadingonly limited segmentsof the

blockchain.
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We considersuchfirst-generationblockchaintechnologiesviablefor further developmentput
they all bearthe cost of analgorithmicPOW whichis energyintensiveandmostly grantsa huge
advantagen minting to all those in possessionof specializedchardware. Our researchand
developmentshouldnot ignorethe future of Bitcoin'sblockchainthe biggestworking protocol
of a decentralizedblockchainledger being maintainedtoday. However we individuatein the
secondgenerationcodebasesnterestingopportunitiesto implementlightweightsystemsthat
are well usableandadaptableasprototypesfor our usercentereddesigrapproach.

Secondeneratiocodebases

We definedsecondgeneratiod codebasesll those implementationghat havedevelopedtheir
own blockchain  protocol, not compatible  with Bitcoin® protocol.

The first andforemostimplementatiorof this kind is NXT which hasalsogenerateda familyof
forks and adaptationsimplementedin JavaNXT hasalso substitutedthe oProofof-Work 6 in
Bitcoin with a oProofof-Staké (PoS).In the PoSarchitecturethere is no reward for miners,
whose sole incentive is that of gainingtransactionfees: this way also the rush to energy
consumptionis tameddown to reasonabldevels.The trust in PoSsystemss not basedon the
guantity of presentcalculationsa miner cando, but on the quantity of accumulatedvealth a
participantto the network has,presuminghat suchbig stakeholderavon't evenreachthe 51%
of the market cap nor will act against the interest of the network itself.

NXT has recently implementeda feature that is very interesting for us, called "Monetary
System"facilitatingthe creationof new currenciescirculatedviathe NXT blockchainandeven
allowingthe tweakingof their characteristicgollowingsomegenericguidelinesNXT alsooffers
an API to interact with all its functionalitiesand it is distributed as a platform that can be
operatedboth locallyfrom a desktopandremotely on a server.

Another important improvementthat NXT has brought to popularity is the "brain wallet"
approachof removingcompletelythe necessityto haveanysecretdataon anymassstorageto

identify users:a singlepassphrasef at least35 charsis all a user needsto login on any NXT

installation,local or remote, and accessher wallet on the blockchain.This opensup a large
degreeof possibledevelopmentdgacilitatingtasksfar beyondthose envisionedoy this document
andin generalcouldinform the debateon identity managemenuith practicalusecaseghat are
basedon cryptographidlockchains.

At the time of writing this document,NXT hasreacheda critical massof usersbut it hasn'tyet

made any significantbreakthroughin popularity. While we expect this to happen,we also
expectthe technologyto facesomechallenge$or analgorithmicahttacksurfacethat hasrt yet
receivedall the attention that was dedicatedalreadyby researcherson first generationcode-

basesNeverthelesswe see NXT cryptographicblockchaintechnologyas a viableplatform to

build our LEAN UX cycle in D-CENT especiallywhen dealing with  community based
complementarycurrenciesand SOCIALPOW implementations.

Thirdyeneratiocodebases
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It maybe incorrect to group rather differentcodebase#n this section,yet followingup on the
brief and pragmatic posture we take in this chapter let us briefly mention a few more
interesting development cases.

We generallyincludeinto the definitionof third generationcodebasehose attemptsgoinginto
the direction of implementing“smart contracts”. Such a vector of innovation has been
challenged by the early attempt of ProtoShares and their Distributed Autonomous
Corporations concept, while being recently championedby the Ethereum project which
basicallyconsistsof a Turingcomplete languagdEtherScript)and a set of implementationsn
differentlanguagethat canoperatethe blockchaimetwork andexecuteEtherScriptsequences
of opcodes.

The Etherlanguagés closeto assembleandit maybe consideredanassembletanguag¢hat is
not boundto abaremetal CPU,rather to a P2Pnetwork of daenons executingt andusingthe
blockchainas the stack and heap of the execution. EtherScriptwas publishedas version 1
counting50 opcodesandis alreadyundergoinga major rewrite at the time of writing; currently
authorspromisethis rewrite will soonresultin animprovedversion2, howeverthose usingit
via EthereumCLL andits compiler (a minimallanguageesembling?ythonthat is then compiled
into EtherScriptopcodes)will not be affectedby suchlow levelchangedo the EtherScript,as
the authors struggle for full backward compatibility across these updates.

In additionto Ethereumit is worth mentioningtwo more efforts. Maidsafémaidsafe.ngtis also
following the smart contracts trend of developmentand is establishinga platform for
distributed applicationdevelopers.AndCounterparty is a "one-way sidechain'graftedfrom the
trust accumulatedy Bitcoin and createdby "burning"an amountof Bitcoinsto createits own
units; also Counterparty (http://counteparty.io/) is basicallyaimed at offering a distributed
blockchaininfrastructure for smartcontract developmentand has been adopted as a base
technologyby interestingapplicationdike StorJ(http://storj.io/) aimingat implementingarge
scaledistributedstorageof dataon its blockchain.

Let us concludethis overviewwith a worthwile note aboutthe "peggedsidechainsivhitepaper
published by Blockstream,a company that groups together several prominent and well
experiencedBitcoin Core developers,which has envisionedin detail the possibilityto have
"two-way sidechains"proposinga scenarioin which such sidechaingan inherit the integrity
andtrust accumulatedy biggerblockchaingasBitcoin) without the needto burnits assets.The
peggedsidechairapproachmayhaveseveraladvantagesver other approachessthoseforking
the Bitcoin Core to bootstrap new alt-coins,makingthem more sustainablen the longterm;
in theseregardsthe implementatiorbeirg worked by Blockstreammaybe a real gamechanger
in the current cryptographicblockchaintechnologypanoramaut its way too early now to
considerit more thanaresearchtopic for D-CENT.

2.4 Blockchainas collective trust, identity &
reputatiomangemenmnadistributedystem

A full copy of a crypto-currency'sblockchaincontainsevery transactionever madewith that
crypto-currency,in the caseof Bitcoin: at the time of writing, the size of this blockchainis 33
GB. Storedin it, there is all the information neededto find out how muchvaluebelongedto
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eachaddressat any point in history. The blockchainis relevantfor D-CENT socialcurrency
pilot communitiesin that it allows for a new way to collectivey selfmanagetrust in a
distributed system.Within the bitcoin system transactionsare the mostimportant bio-political
elementasthey digitallyrepresenteconomicrelationsof trust amongpeersin the network. A
bitcoin transactionis only 300 to 400 bytes and hasto be broadcastedo eachof the nodes
participatingto the network for a fee to the miner basedon the size of the transaction
expressedn bytes,rather thanactualcurrency(Antonopoulos,2014)

More than tracking reputationsand propagaing them, Bitcoin is a trust managemensystem
that allowsfor the exchangeof valuein a trust-lessenvironment,in the sensethat the two
participantsto the transactiondo not needto trust eachother in order to be sure that the
transactionwill go asagreed.This architectureis indeedvery differentfrom the one typical of
the financial services industry, where vertical inter-mediating hierarchies and
compartmentalizatiorare constitutiveandtrust in themis anissueto dealwith mainlythrough
top-down law enforcementrather thanin force of P2Psharedmathematicatertainty coupled
with crowd-sourcedrating mechanismso counter freeriding- asin the caseof legalmarkets
like Bitcoin CentralandMicrosoft AppStoreor illegalones,asthe SilkRoad

This simply means that bitcoin translated money into a data structure making virtually
impossiblefor anyoneto stop the creation and transaction of bitcoins in a structurally
transparentand democratic(all nodesare equalpeers) environmentsharingthe samesort of
publicPanopticon.

Another interpretation of the biopoliticalimplicationsof the emergenceof Bitcoinis offered by
anearlierarticle publishedn 2013by one of the authorsof this document:

0 T hamputation of mining, and hence the electricity, is designedto strengthen the
authenticationof Bitcoin. Now let us consider the energy that was required, before the
existenceof Bitcoin, to authenticatethe minting processof currency madein paperand less
noble metals.It consistsof a secret minting procedure, big machinery,a monumentalbuilding
with thick wallsandarmedguardson its perimeter: an unstablekind of energy very difficultto
govern,asit relatesto amonopolyon violenceimposedby the sovereigrstate.

This very energy is substituted by Bitcoin with a qualitatively different approach:Bitcoin
distributespeersto the taskof buildingtrust in its authenticity. The networked computationof
all minersservesasa mint and dissolveghe needfor violenceinto an unlimited,unreachable
anddecentralizegpower.

Clusteringthe mint gathersthe energynecessaryto establishand protect the authenticity of
the currency.In other words: participationhassubstitutedviolencein tphysicaimplementation
of currencyauthenticationa recognizablgattern whenwe observehistoricalmanifestation®f
the digitalplaneofi mma n e(Rot£018)

That said, the blockchain technology still needs betterment before envisioningits full
deploymentin production environmentson which institutions and citizenscanrely upon. The
blossomingof alt-coin implementationghat followed the popularizationof Bitcoin more than
anything else denotes the importance of the innovation we are focusing on, yet this
proliferation of blockchaintechnologieshasnot contributed in its stabilityor to the clarity of
codeimplementations.

While theorists keep pointing at possiblefuture u sesfor this technologyon the wave of
enthusiasnfor the decentralizatiorof the institutionsmanagingrust, i.e. managingoleranceto
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credit risk, we believethe most important step to take now is to keep the complexity of
reliableblockchaincodebasesow.

The mainobjectivesof the Digital SocialCurrency pilot concernbuildingcommunityneedsand
capabilitiesyather than develop hightech software potentially more unstableand difficult to

maintain.As the following discussiorabout deploymentof blockchainsfor the socialgood will

make emerge,low complexity needsto be coupled with the individuationof participatory
processe®f technicalinnovationthat benefitsociety,rather thanincreasinghe complexityand
efficiencyof speculativdinanciabperationsof the globalcorporate sector.

As the role for blockchain'stechnicalinnovation becomesincreasinglyrelevant for mission
critical authenticationof valueexchangest is of extremelyimportancethat suchtechnologyis
independenthauditableby anystakeholderrelyingon it: its sourcemustbe opento reviewand
fairly intelligible,well documentedand written in a way that facilitatesits comprehension.
Within the scopeof this researchproject we canonly hopeto progresstowardssuchgoals.

2.5 Alternativehainsand Alt coinsfor the social
good

Alternativechainsare those blockchaininnovationsinspired by Bitcoin that implement the
consensusalgorithm and distributed ledger as a platform for contracts, name registration,
distributed storage, crowd-funding, aggregateconsensus,voting, crypto-equity, etc. Their
primary outcome is not a currency system,althoughthey may also presenta currencyin use
amongcommunitymembers.By contrast, Altcoinsare crypto-currenciesmodelledaround and
do descendfrom Bitcoin. In this section,we proceed with a brief presentationof alternative
chans and crypto-currenciesthat are explicitly focusedon the implementationof the Bitcoin
protocol for the social good. This exercise will help shapingdesignpattern and systemic
featuresof the FreecoinToolchain.

FreicoifNegativiateresCountecyclicalAlt coin)

i Fr e fiLaodecentralizeddistributed,peerto-peerelectroniccurrencydesignedto address
the grievancesf the working classandre-align financial interestsof the wealthyelite with the
stability andwell-beingof the economyasawhole. Whereasnflationary currenciedike theU.S.
Dollar or Euro arecontrolledby centralbankersunderrulesthatintentionallyor not benefitthe
establishmentFreiCoin is completelydecentralizecand selfregulating,with a demurragefee
that ensuresits circulation and bearersof the currency pay this fee automaticallyto those
communitymemberswho contribute work to securethe currency.

FreiCoinis an implementationof the accountingconceptof a proof-of-work block chainused
by SatoshiNakamotoin the creationof Bitcoin.It includesa downloadableclientfor MacOS X,
Windows, and Linux,andan electronic network for transferringfundsdenominatedn Freicoin
world-wide. You candownload,review andimprove the code of this free software project on
Github. o6

* http://freico.in/about/
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FreiCoinis basedon the oppositeof b i t cdeflatiodasyembeddednesasit representsSilvio
G e s eFrelgdldersionof a blockchainbasedon Bitcoin. FreiCoin presentsa demurrage,e. a
parkingfee of 4.5%Annual PercentageRate for coins stored in a u s e wafles As for every
demurragedcurrency, FreiCoinis meantto boost spendingoy discouragindnoarding.a crypto-
stampscript.
Blockgenerationtime: 10 minutes
Total Currency:100million coinsby 2140
ConsznsusAlgorithm: SHA256proof of work
Market Capitalization$ 130kin mid-2014.
Faircoin(Globatooperativeryptecurrency)

FairCoin is endorsedby Fair Coop, the Earthcooperativewith the aimto developa globalfair

economy. FairCoin is the first fairly distributed crypto currency. 99.99% ProofOf-Stake,
FairCoinrewards savers.All the coinswere pre-mined and fairly distributed to thousandsof

people from all over the world. Backedby a strong, diverse and committed community.
Promates prosperity andfinanciafreedomwith real value.Working to becomethe coin of fair

trade. Faircoinis the first project where the coinsare not boughtbut rather distributedequally
betweeneveryonewho wantsthem regardlessof their current financi& status,and promotes
equality.

FairCoinis a crypto currency like Bitcoin. It is a descendanbf Peercoin,meaningthe block
generationis done by PowW/PoShybrid.

FairCoinis animportant exampleof pre-mininga crypto-currencyexplicitlyfor fair distribution

of itself asa socialgood. FairCoinis a decentralizedvirtual currency,distributedthrough a vast
airdrop processduringthe 6th and8th of March,2014 (view airdrop statisticy. An approximate
49,750 addresseswere loggedfor the giveaway,each able to claim 1000 FAIR per hour.

Automatedairdrop claimingmethodshadno effect,aseachlP addresscould registeronce per

hour and2 differentcaptchashadto be solved.Thesesecurityprecautionswere hiddentill the

day of distribution. FairCoin'svastdistribution method allowed a good portion of the crypto-

currencycommunityto claimalittle bit of the 50,000,000FairCoinseach.

FairCoinSpecs:
POW/POSHybrid
50,000,00@PreminedCoinsdistributedthroughthe airdrop on March6th and8th, 2014
Flat6%/yeamintingreward, halvingeveryyearuntil reachinghe baselineof 1.5%
21/90daysMin/MaxWeight
10 MinutesBlock Target
30 MinutesDifficulty Retargetfor PoS
DGWHv3 retargetingafter everyblock for PowW
BlockExplorerhttps://chain.faicoin.org/chain/FairCoi(Official)

Permacredit&quityzrowdfunding)

Permacréits’ are the complementarycurrency for the permaculturemovement.Permacredits
are token currency usableat any businessn the network of Colony Earthvendors.They are

> http://fair-coin.org/
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usedto create businessesnd purchasegoodsfrom Eco DevelopmentsPermacultureFams,
Permaculturelnstitutes, Eco Resorts, Conscious Festivalsand more. Colony Earth is the
corporation of the peopleby the peoplerun asa MemberOwned GlobalCooperative.

By joining Colony Earth as a Member Owner one gets accessto a global internal
complementarycurrency economy,a robust marketplacefull of products,andincredibleliving
environmentsaround the world: oYou get to decide Colony Earth® direction, decide the
projects and businesseswe take on, decide the council members, get paid for your
contributions, and more. The future of the world is literally in your handswith our easy,
secure funto usesociale-Governanceplatformthat givesyou full control.

To accesghis bravenew world of People Planet,and Profits becomea membertoday,andco
create the world of your dreamsalongsidesimilar minded inspiringpeople from acrossthe
globewho shareyour valuesandare movingthe world forward by takingit backé Accordingto

one of the project® founders,Xavier Hawk: 6They are a currency,an asset,a stock, a ledger,
anda tally all rolled into one. All the vendorsand villagesn our network will acceptthem as
currency, payingfor thingslike rent, salariesgroceries,PermacultureDesignCourses,books,
apps,and more. We will be selling Permacreditsand usingthe BTC we raiseto fund Triple
Bottom Line permaculturebasedbusinessearoundthe world.6

SartJoinEquitzrowdfunding)

StartJOIN' is a new style of crowd funding technology. Using social media and crowd
technology,it hashavecreateda launchpadfor projects to progress.It introduced Concepts
and Projects,so that you can showcaseyour ideaat different stagesof developmentand get
communityfeedbackandsupportthroughout: 0StartJOINlets the crowd drive the development
of dreams.You can support the ideasyou love by sharing,commenting,backingand offering
your skillsto help6

Pegge8idechainfsomplementapjockchains)

Sidechainare a qualitativelydifferentapproachto alt-coins:insteadof forking the code-baseof
Bitcoin or rewriting it from scratch, creating new blockchains,they keep using existing
blockchainsand shapedigital assetshat caninteract with them. An early exampleof one-way
sidechairwaspreviouslymentioned:Counterparty. The Peggedidechainwhitepaper (Backet
al., 2014) conceptualizesan evolution of this concept: a dtwo-wayd sidechainthat does not
require the gproof of destructiord of assetdrom anexistingblockchairto baseits own chainof
trust. We see this as the most advancedrontier for developmentand experimentationof
systemghat permit the existenceof digitalassetan areliableandefficientmanner.Quoting the
whitepaper:

We propose a new technology,peggedsidechainsyhich enablesbitcoins and other
ledgerassetgo be transferredbetweenmultiple blockchainsThis givesusersaccesgo
new and innovative cryptocurrency systemsusing the assetsthey already own. By

® http://permacredits.com/
" https://www.startjoin.com
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reusingBitcoin® currency,these systemscan more easilyinteroperate with eachother
andwith Bitcoin,avoidingthe liquidity shortagesand market fluctuationsassociatedvith
new currencies. Since sidechainsare separate systems, technical and economic
innovaton is not hindered. Despite bidirectional transferability between Bitcoin and
peggedsidechainsthey are isolated:in the caseof a cryptographicbreak (or malicious
design)n a sidechainthe damagas entirely confinedto the sidechaintself.

The adwantageof this approachis avoidingthe techno-political negotiationon changedo be
operatedon existingblockchainprotocols, aswell the maintainancend propagationof updates
acrossforked codebasedRatherthanforking Bitcoin, the peggedsidechairapproachwill offer a
way to relate new technologiego existingblockchainsinherit their strengthand at the same
time preservea certainfreedomin developinghew architecturalapproaches.
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3. R&DElement$or the desigrmof D CENRreecoin
Toolchain

3.JFreecoibomainsf Innovation

D4.4is anexperimentin digitalsocialcurrencydesignW e locateinnovationin two intertwined
domains both contributing to the advancementof the stateof-the-art in decentralized
governancehroughdistributedcompting.

(1) Complementarycurrencygovernancesystems

(2) Digitaldistributedtrust & authenticatiormanagemergystems

1) Complementary currency governance systems in this domainthe FreecoinToolchain
innovatesby offering a decentralized participatory social governance structure for

complementarycurrency systems Essentiallythe opposite of high frequencytrading ruled by

robo-journalisminstructingalgorithmswhichin turn trade stockswith none or minimalhuman
intervention.(Durbin, 2010) With a minimalisticreinterpretation of the blockchaintechnology,
the FreecoinToolchainis a toolkit for communitymembersto easilyaccessaanddecideon the

systemicfeaturesof the currencysystemthey use.In general suchsocialinteractionsainming at

social sustainabilitywill inform the notion of Social proof-of-work (or proofs) within a

community,i.e. the proof that a community hasdecidedon the rules of their own currency
system,esp.the possibilityto condition the trend of the money suppy curve in real time by

actionsusersperform in the real world, accordingto decisionsmadewithin a selfgovernance
setting (see section 3.2, below). Hence, with a system for collective deliberation on the

decisionsto take for the creation of digital complementarycurrency, users will engagein

collective monetary policymakingin real time by conditioning the currencycreation

mechanism(sunder agreed upon dynamicsof collective deliberation:for instance,through

either quarterly or monthly deliberaton rounds (Spain)during specialeventslike participatory
budgetinglceland)or daily,if the systemallowsfor socialremunerationoperations(Finlandand

Milan).

2) Distributed trust management systems: in this domainthe maininnovationthat the
Freecoin Toolchain offers is a systemfor decentralized risk self-management. In the
context of trust managementesearchD-CENT Digital SocialCurrency pilots are experiments
in reputationmanagemen®eputationis the basisfor decisioamakingin trust related contexts.
And trust canbe seenastolerance of risk. (Wierzbicki, 2010) Puttingtogether trust and the
blockchainthe FreecoinToolchainallowsfor the designand prototyping of systemsaimedat
managingocialcurrencyin a community,i.e.reputaion in a decentralizedashionfor example
by usingmicro-endorsementsas collateral/backingf the underlyingcomplementarycurrency
(Spain)risk is spreadevenlyamongparticipants;or by participatory rewarding best political
contributions (alreadyhappeningwith participatorybudgetingn Iceland)and usethose credits

Page27 of 60



FP78 CAPS- 2013D-CENT D4.4 Designof SociaDigital Currency
asloyalty schemevouchersin the related municipalarea,wherebyrewardsfor good proposals
for the common good lower the risk to promote proposalsthat go againstthe common
interest of the citizenry;or still by publiclyrecording and rewardingone® contributionsto a
community supported cooperative in Helsinki, thus testing the behavioursand habits of
menbers belongingto communitiesthat selfprocess themselvesas fair and honest (see
Appendix 1, below). In all three pilots, trust managemenis related to collective risk and
Freecoin tools will underpin experiment around decentralked and bottom-up trust
management.

3.2Replacirgtcoiralgorithmiproofof workwitha
SociaProobf Work

Now let us emphasisenimportant outcome of the techno-politicalanalysisarried out in this
paper, buildingon both the analysi®f usecasesn D3.4 andthe work of ChristianMaraz#i it
seemdo be alimitationfor the POW to be a mechanigrocessa condition verifiableacrossall
existingblockchainmplementatios. On the contrary, the maindriver for a desirableanthropo
geneticeconomc model i.e enharing humaneconomicdevelopment.in effect, in terms of
currencycreationdynamicsthe consensuslgorithmthat conditionsthe issuancef new coins
is technologydriven and mechanisticThis central function of the algorithmthat authenticates
currency creation is extremely important in view of structurally neutralsing counterfeiting.
However, this may also be seenasa departure from an active and critical engagemenamong
humars and machineswhereby the creation of money in the systemis motivated by social
interactionsfor the common good, rather than by exclusivelyhashingcycles Therefore, the
taskof the researchin D4.4 seemso configureasa questto redefineBi t c@p mabewd r k 0
andthe reward of a blockchainsystem in order to devolvethe power into the handsof people
througha democraticdecisionaprocesses.

We experimentwithin a scenariowherebyhumandecisionsdeeplyinfluencethe behaviourof

algorithmsand not the opposite. The literature review on the blockchaintechnology,its bio-

political critique andpromisingimplementationgor the socialgood, makeemergea newwayto

look at the relation between the participatory democratic process and the blockchain
technologyin the context of the governanceof complematary currency systemsWithin the

scopeof the D-CENT project, the Digital SocialCurrency pilots will experimentandtest a new
notion of proof-of-work: the Social Proof -of-Work , whichis the proof that amemberin the

systemis endowed with coins as a reward to an action in the real world while abidingto

communityrulesandenhancingollectivevalues.

As it isthe casewith the designof traditionalcomplementarycurrencysystemsalsoin the case
of crypto-currenciesandblockchaingrogrammedwith Freecoin,Social POW will be tailor -
made and agreed upon by the community of users of the crypto -currency . For
instance,in SpainPOW will be in the form of a Proof -of-Business as concrete economic
transactionsn a B2Bcontext. In Icelandthe POW will be a Proof -of-Political -Participation

asonline engagemento reward userson Your Priorities platform, while in Finlandit will be

® http://mitpress.mit.edu/authors/christiararazzi
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the proof that somebody performed cooperative work andhadhonestlyremuneratel
themselvedor that.

In brief, the acts of endorsement,givingreward and socialremunerationare three waysto

conceivethe SOCIAL POW by harnessinghe signaturecapabilitiesof membersin order to

conditionthe supplycirculationor remunerationof money.The designchallengdor the Social
POW is to replacethe strictly deterministicand algorithmictrend of crypto-currency supply
(Gold Standardike) with a more flexible and interactive process of currency creation

Communitiesact in the real socioeconomy thus the SocialProofof-Work should reflect
c o0 mmu ndeindcratisa@reementsand collectiveneeds,andthe algorithmshouldadjustthe

moneysupplyaccordingto suchinputs.

The outcome of this shiftin designis twofold: (1) peopleengagen transactionshat havereal
world desrable impactthat they produce and collectivelyconstruct (2) it is possibleto go
towards selfmanagediecentralsed currency systems(with desirableconsequence$or credit
risk managemenpractices).In this way, new participantscan enjoy an egalitaran economic
environmentby avoidingthe undesirablecondition of structural advantagéy early adoptersof
a currency. At the sametime this would allow to have complete democratic oversighton
transactionhistory and collectivedeliberationon socialcurrencys y s t reles sf@ngagement
andreward.

3.3 D CENTDigital Social Currencypilots as
experimentsin distributed trust management
systems

Apart from purelytechnicalissuesconcerningthe blockchainthe designof the D-CENT Digital
SocialCurrency drawsalsofrom the mostrecentfindingsn Trust ManagemeniResearchTrust
managementlynamicsare in factan elementwhichis commonto both the Direct Democracy
and the SocialCurrency domainsof the D-CENT Platform.In the collective decisionmaking
processesvithin D-CENT pilot communitiesthat alreadypresenta highdegreeof trust built in
the analogworld, there is the possibility to exploit such confidence among community
membersin order to build with the blockchaintechnologynew politicalandeconomicincentive
mechanismghat foster the social good. In turn, Trust ManagemenResearchoffers those
elementsthat will then go to frame more in detail the notion of SocialProof of Work, i.e.the
proposal to shift the processof authenticationand circulation of crypto-currency from an
exclusivefocus on impersonalmathematicalproofing on machinesto one where currency
creation- albeitsupportedby machines is authenticatedoy usersthrough selfmanagemenas
the mainorganizationapropeller.

Humansuse trust when makingdecisionsunder uncertainty. As a working definition of trust
within the context of the Digital SocialCurrency pilots, dtrust in some way representsan
actor® (trustor) expectationsabout another actor or object/institution/organizatioitrustee),
that one believesis willing to dependon another partyd (Schoormanet al., 2007). Trust is a
relationalnotion. From an institutional point of view, one can seethat the institution creates
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the actor as much as the actor creates the institution (Kroeger 2013). Moreover, for
institutionalizedrust to persistit needsto be continuouslyroughtto lifedthroughinteraction
(BergerandLuckmann1967).In the context of the socialcurrencypilots, the socialrelation of
trust is to then be translatedin the socialrelation of money as a common good. In other
words, within D-CENT, moneyis an agreementithin a communityto usecoinscirculatingon
a blockchairasa meansof paymentselfmanageésa commongood.

The evidencethat this issueisn't a trivial one is the massivedoss of trust in the conventional
money post Lehmanrcollapsein the financiakervicesindustry. Indeed,collectivetrust in banks
experienceda major declineafter the Global Financialrisis, andthis is true on a globalbasis
with the exceptionof Chinawhere datahavebeenquestionedHurley et al.,2014):
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Figure 5: percentagevariation (between2008and 2013)of peoplewho trust banksto do what is right.

Evenbefore the Global FinanciaCrisis, somehad noted that the ideaof institutionalizingrust

mayhold the promiseof makingtrust more stableandenduring(Dasguptal988). Accordingly,
Freecoin Toolchain design is based on this orientation toward trust as an institution

innovativelydeployedon a Collective AwarenessPlatform such as D-CENT and backedby
trustlesblockchains.

Trust buildingcan be acknowledgedisthe expressionof a &ymbolicactiord actors engagdn
actionsthat are apt to signatltheir trust and/or trustworthinessto eachother (Kroeger2013).
In turn, symbolicexchanges clearlya manifestatiorof @ctive trusté(Kroeger 2013).What is
more remarkablefor the designof the three Digital SocialCurrencypilots in D-CENT is that in
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unstructuredsettingsthe introduction of symbolicstatementscanorder perceptionso that the
symbolicpresentationds perceivedasreal (Cuzzort and King, 1989). The FreecoinToolchain
offers indeed tools for the digital managemenbof virtual trust relations that havereal world
impact.

In this way, userswill be endowedwith the power to create,assigror simplytrack digitalsocial
currency while usingit to exchangevalue and, therefore, to monitor trust flowing within a
communityin real time with tools like a decentralizeddigital paymentsystem,a crypto-wallet
and a blockchainexplorer, respectively As the processwill take off from prototyping toward
the production of a stable Minimum Viable Product, Freecoininteroperable blockchaintools
will become an experimentalinstrument to transparentlyorient collective perception and
awarenesdoward the circulation of valuein a disintermediatedenvironmentunder user$
control of their own synbolic statementsaround trust, i.e. reputation managementor credit
risk managemenpurposes.

The practice of developing,implementingas Minimum Viable Product and finally using the
Freecoin Toolchain in a collective open setting is a way to represent - digitally - the
institutionalizationof trust, which is a processof &ocializatiofi(Bergerand Luckmannl1967)
that from habituation,routinization and typificationleadsto institutional Gtructure§ whereby
the typificationsof trust behaviorfunctionasarust template$ (Kroeger 2013) Althoughit will
emergemore clearly with the scenariobuildingfor each pilot context of the Digital Social
Currency, it is worth noticing here that the institutionalizedtrust templates provide (1)
symboliccores and (2) a @vriting guidéfor symbolicaction that suggestdow to structure
more specificpersonalizedmeaningsaround those cores (Kroeger 2013). In the context of
digital social currency systems,the institutionalizationof trust is therefore regardedas the
process of &ocializatiod of trust templates,i.e. the transmissionof institutionalizedtrust
patternsbetweenindividualactors,in this caserelatedto the socialeconomyin terms of credit
risk managemeninstitutionalizationitself is only complet when the objectified patterns are
passedn to third actorsandfurther replicatedreliablywith the mediationof digitaldevices.

The processof institutionalizationvia socializatiorof trust beginswith a new actor enteringthe

scene Membersof the network introduce the newcomerto the typificationsthey havealready
createdto form the trust relationshipj.e.the SocialProotof-Work. We envisionthe Freecoin
Toolchainasa set of tools to facilitatethe creationof horizontalcircuits of valuethat digitalize
trust relationshipsn a socialnetworkingcontext in order to link unusedresourcesandunmet
needs among like-minded peers in terms of endorsement (Spain),reward for political
participation (Iceland) and remuneration for work contributions (Finland). According to

Kroeger (2013),in this process,the patterns are typicallycommunicatedas fact (@his is how
thingsare dondj. Thatis, the new actor encountersthe roles androutinesfor trustingasa pre-

existentacticity outside of himseld(lbid)d At the sametime, the factthat the originalcreators
of the patterns witness this process producesa anirror effect through which institutional
reality dhicken® and dardengfor them too. (Bergerand Luckmannl1967). Throughout this

iterative dynamicof trust transmissionthe processof objectificationis then complete.In this

view, Digital SocialCurrency designfor D-CENT pilot communitiesis an experimentin the

institutionalizatiorof trust patternsalreadypresent in those communitiesput lackingthe digital
infrastructureto makeinstitutionalizatiorviable.

The maintenet that underpinsthis inferenceis that intelligentdigitaltools for collectivesocial
networking can help trust become long term: socialzation allows the institutionalizedtrust
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patternsto becomea collective characteristicof the organizationateam or subgroup.More
precisely,trust can be long term, becausat is collective in nature. (Kroeger 2013) Cross
generationatransmissionof trust templatesallowsthem to becomelong term in nature - in
particular,more longterm thantrust, whichis a property merelyof a dyadicrelationship. And
this appliesalsoto the codebasedor trust managemenand complementarycurrency systems
that communitieswill adopton the D-CENT platform.

In this sense the main challengdor the designof the FreecoinToolchainis thento objectify
trust - without reifying it and, therefore, the dyad trustor/trustee - and transmit it across
generationsof organizationalctors by meansof software codebasesfor distributed trust
managemensystems.In brief, D4.4 looks at ways to frame the socializationof trust by
exploitingthe architecturalfeaturesof the structurally transparentblockchaintechnologyand
humanengagemenn pilot communities.

As findingsfrom trust researchin offline settingsencouraginglyshow, the core of an (inter-
Jorganizationatrust relationshipcantherefore be maintainedevenbeyondthe point at which
the originalcreators of the trust relation havemovedon andleft the organizationCounter to
the assumptionimplicitin muchresearchand practice,that trust disappearsvhen a participant
leaveghe relationshipthis perspectivepositsthat trust (that is waysof signalingpuilding,using
trust) canbecomean attribute not just of individualsput of groups,teamsand organizations
(Kroeger 2012). Sinceboth trust - or a @romise to paydlOU - and codebasesre virtual,
runningtrust managemendn a blockchains remarkablyworth atry.

The notion of Trust Managemenhasbeenintroduced in academiaebateby Blaze(2005).In
relation to IT andwhen the usersof the systemare human,Trust Managemenis an areaof
information technologythat aimsto improve the operation of open, distributed systemsby
predicting or influencingthe behavior of their users. When appliedto humanusers, Trust
Managementnethodsattemptto leveragehe humancapacityfor trust or distrust. (Wierzbicki,
2010) Trust managementanbe seenasa symbotbasedautomationof socialdecisionsrelated
to trust, where socialagentsinstruct their technicalrepresentationshow to act while meeting
technical representationsof other agents.In the context of the D-CENT project, pilot
communitiesare the very sdtlers of the rulesgoverninghe trust managemensystemthat they
selfmanage.

Further automationof this processcanleadto automatedtrust negotiationge.g.seeWinslett,

2003)where technicaldevicesnegotiatetrust by selectivelydisclosingcredentialsaccordingto

rules definedby socialagentsthat they represent.(Wikipedia) As SmartContracts are already
indicating,in the future trust managementmay become yet another standard service of

information security, such as authentication,authorization, privacy or integrity (Wierzbicki,
2010). Most Trust Managemensystemsuse simple computationalrepresentationsof trust.

Internet auctions,for example,use a three-valueddiscrete scaleof onegativé, oneutrab and
opositived (with the exceptionof the recent systemusedby e-Bay,namelythe Detailed Seller
Ratingsystem).

The Freecoin Toolchain aims to advance the state -of-the-art in the design of Trust
Management Systems, in which trust is collectively self-managed by virtu e of ad
hoc implementations of the blockchain technology .

Distributed trust canbe measuredor examplepy Trust Units informingthe moneysupplyof a
regioral complementarycurrency (Spain) politicatreputation rewardstokens (Iceland)and the
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social remunerationschemefrom a common pool of complementarycurrency owned in a
decentralizedramework (FinlandandMilan).

3.4 The Freecoinloolchaina suite for building
blockchainsormplementagBitcoin

Most of the projectsderivedby Bitcoinare in alphastage . They show a wide participationbase
of developersand are comprisedof large amount of fairly complex code, mostly in C/C++
languagdt mustbe noted that the attitudesof all organization$ehird thesedevelopmentsare
genuinelyeaningowards free andopensourcevaluesandtheir licensings compatiblewith the
Free SoftwareF o u n d aethicadguidetinesfor free software. Furthermore, some projects
show cooperationamongeachother, asin the caseof Ethereumand StorJ makingit reasonable
to think that there canbe a multifacetedset of projectssurvivingthe hypeon the longterm and
possiblysharingcommoncomponents.

It is very difficult to understandat this point in time what codebas will be establishedas a
reliable standardin the comingfuture: perhapsthere will not be a singleone, but a range of
specializedcodebaseghat are hopefully not duplicatingcode, but sharinga fair amount of
research& developmentand even security patchesnecessaryto stabilizethem beyond beta
stage.

In theseregardswhat we call the FreecoinToolchainshouldimply documentingand testinga
blendof interoperablecomponentsfrom suchplatforms,with modificationsand adaptationgo
fit the purposesof the pilots we are studying.However, while hopingthat our usecasescan
inform the generaldevelopmentof blockchaintechnologiesit is hard to predict whether we
canreachstablesolutionsin the limited spanof this project. Havingto choosea devdopment
direction, we should struggleto find the developmentpath sharingmost compatibility with
others, yet respectinghe particularfocuswe haveon communityneedsin D-CENT.

It must be noted that most of the blockchaintechnologyprojects we haveanalyzedstart from

the concrete historicalusecaseof Bitcoin, but then elaboratein a rather abstractway on the

future needsanddesiresof a userbasethat doesn'tyet existsor hasn'tyet expressedhe need
for a cryptographicblockchainapplicationlt is often too optimisticallyenvisionedhe situation
in which userswould adopt suchtechnologiedor their specializecadvantagesasfor instance
"smart contracts"”, despite them being far more complex than central authenticationand
databaseor filesystem storage.Here probablylaysthe biggestgapto be filled by the D-CENT

project. understandingwhat feasibleand reliable tools can be made, what minimum viable
blockchaintechnologieswe can envision,developand integrate with existingsystemsto fulfil

the needsof real usecasesdealingwith e-democracyandtrust managementWhile doingthat

we shallkeepwell consciousof the fact that liquidity andtrust candefinitelybe madeabundant
by better communicatiortools, reliableauthenticatiorandresilientstorage.

We maythen envisionthat our biggestpossibilityto contribute anadvancen this researchfield
lays at the junction between economicalanalysisfield research,technical awarenessand
standardizationprocesses keepingour attention on the reliability, usability and long term
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maintainabilityof the blockchaintechnologiesthat we are contemplating.The upcoming
implementationphasemay engagethe contribution of code, documentationand analysiof a
certainblockchairtoolkit, but we must be cautiousaboutits immediatedeploymentin pilots, at
leastuntil the developmentphaseof underlyingprotocols reachesa beta stage.As shown by
the difficult attemptsof colored-coins,the chaotic multiplicationof alt-coinsandthe necessity
for a stableand far sightedanalysidike peggedsidechaingo be conductedby developersof
Bitcoin Core, it seemsclearthat the establishmenof a standardwill comeat a slower paceand
will likely be linkedto the most popularprotocol of all,the Bitcoin blockchain.
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4.Thd-reecoihoolchaifechnic&esign

4.1Descriptiarf systemideatures

Featurespresentedat the end of eachapplicationto pilots are the result of a deconstructionof
the Bitcoin blockchairtechnologyin order to scalebottom up cooperationfor the socialgood.

The existingdynamicsobservedin pilots show that it is possibleto ignite virtuous economic
behaviourwhen userssharethe sameset of valuesand agreeupon the sameset of rules for
managingheir economicrelations of trust with a social currency created out of those very
interactions: B2B endorsementsin Spainor citizen engagemensocial credits in Iceland are
bottom up examplesof decentralizedtollectiveengagemenin monetarypolicymaking.

With regardto the pilots (SeeAnnex 1), it must be noted that the necessityexpressedvaries
the most betweenthesetwo cases

In caseof Eurocat in Spain the needto withdraw endorsementss expressedlearly,but that
collideswith the inherentfeaturesof blockchairbasedcredits which mostly consistofo di gi t al
a s s ¢hat sadnotbe controlled by a centralauthority. In sucha caseit is recommendabl¢hat
decentralizedechnologiesandarchitecturesare deployedfor the resilienceof the datastorage

(both of transactionsand individual wallets), but the Eurocat systemitself appearsto be
designedo be bestoperatedin a centralizedfashionpasedon a central database.

In the caseof Iceland there is demandfor sustainablénnovationof the sort of complementary
currency that can be gained through Social Prootof-Work (socially relevant activities
recognizedby the community) and then spent independentlyon relevant servicesas for

instance public transportation, across already digitized infrastructures that could be made
compatiblewith the circulation of blockchainbasedcredits. In such a scenariois easierto

envisionanddeploya decentralizectredit systemthat is in factfitting the needs expressedwith

the basic features offered by the Freecoin Toolchain and more in general blockchain
technologies.

Sucha substantiatifferencebetweenthe two pilots leadsusto establishpriorities andchoose
as a primary pilot Iceland,where the need for a decentralizedsystemof credits like the
blockchainis clear expressedand can be deployedin cooperation with the municipalityof
Reykjavik This pilot canbe alsomore easilylinked to the overall DCENT platform, sincethe
Icelandiccasecanbe easily replicatedin the context of other network democraticexperiments
we are running in Spain and Finland as part of Pilot 1.

As concernsthe SocialProofof-Work, the algorithmdedicatedto currencycreationhasto be
informedto a significanextent by real world engagemendynamicof communitymembersin
the respective contexts and with a transparent architecture. In this way, the consensus
algorithm for the FreecoinToolchainshould be instructions comingfrom the social context
throughdemocraticusers engagementather thana priori digitallyencodedinstructions
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Together with the developmentand documentationof the Freecoin Toolchain for adhoc
blockchaindevelopmentthe link between SocialPOW basedon democraticdecisionmaking
and the effective creation of digital coins is probably the biggestchallengeaheadfor this
research.Thereare two approachesve envision:

1) Creatinga new blockchainrandadaptits featuresso that there is a usefulandfinite amountof
pre-minedcoins in the handsof the communityandthat any miningfollowingit is not creating
more of them, rather than contribute to the circulation of transactions In this way, the
incentives to gainare not appliedto mining (which may be operated by collectivelyowned
mining infrastructure) but to actions whose values are recognized by the Social POW
democraticdecisionprocess.Thisis potentiallymore effectiveandleadingto immediateresults
to betestedon the groundduringour userresearchandpilots.

2), Creating a sidechairsupportinga more advancedscriptingsetupto link directly the Social
POW decisionmakingprocessto the algorithmiccreation of credits, in fact eliminatingthe
human intermediation for the distribution of credits and makingthem appear in peoplds
wallets, as if SocialPOW would trigger mining results. This solution is more advancedand
experimentalnot necessarilyeadingo immediatelydeployableesults.

The first approachresembleghe solution adoptedby Faircoinin pre-mininga fixed amountof
coins. Changingthe software (Bitcoin 0.8 in this case)to reward down to 0.001for mining
basicallymeantto support the network and not to distribute coins. The advantageof this
solutionis clearwhenwe considerthat it adoptsBitcoin Core asthe startingpoint and,while
developingyet another alt-coin informed by this research,it cankeepin syncwith the most
reliable (and de-facto reference) software implementationfor blockchainsas well inherit its
compatibilitywith a vastrange of tools built for it.

The second approachrecalls the efforts made in projects aimingto implementblockchain
scriptsandd s ma o i t r aadnmore advancedeatureswhich we possiblysee as usefulin

future, but asof today are too prematureandungable to be adoptedwithin the spanof this

researchproject and produce anytangibleresult that canbe effectivelydeployedin real world

largescalepilots.

There are two mainsystemicfeatureswe intendto applyto existingandnew systemsadopted
by pilots and they represent a clear innovation beyond previous implementations of
complementarycurrencies.

1) decentralized and resilient storage of data commons, relyingon the possibilityto
establisha relationshipof sharedstewardshipamongparticipants.

2) ubiquitous wallets meaningthat assetsowned by eachparticipantswill be stored on the
blockchainvheneverpossible grantingdecentralizecaccesgo it viaa secretandwithout being
boundto anyphysicatevice,in factenvisioninghe possibiliy for publicpointsof access.

The latter in particular is a basicingredientsof the Freecoin Toolchain which will further
experimenton the parametersthat influencethe nature of currency, economicor financial
systemghat a communitywantsto designandusefor decentralizectirculationof valuebacked
by the very community'strust patterns.As the applicationto pilots showed,by playingwith this
parametersit is possibleto define a pattern languagdor the designand implementationof
opensourceandtailor-madedecentralizedrust management viz.socialcurrency- systems.
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These are the implementation elements we see as a Minimum Viable Product for the
implementationphase (D5.5) and the integration (D5.6) to follow. Suchan MVP will be
deployedasmuchaspossiblein cooperationwith pilots, still consideringts highlyexperimental
nature.

We believethat blockchainsvere inventedspecificallyfor the Bitcoin project but they canbe

appliedanywherea distributed consensusieedsto be establishedn the presenceof malicious
or untrustworthy actors. This is the caseof the pilots and usescasespresentedin D3.4: D-

CENT pilot communitieshavethe needto reach distributed consensuson their respective
issuespeingthem about either trust managementor regulatingmonetary policy of a regional
currency system(Spain)or the exchangeof socialcredits and their spendability(lceland).etc.

Notwithstanding,a desirableimplementationof a decentralizedand transparentdigital social
currency might be potentially extendedto the financialservicesindustry and national public
economies.

FREECOIN OVERVIEW

ORGANISATION
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JOURNEYS OVERVIEW

As an organisation | want to create a currency

As a participant | want to exchange Freecoins for value
As a participant | want to create a wallet

As a participant | want to lookup a Wallet

Create incentive

Check Freecoin balance

Transfer Freecoins

U0 Jd o0 Q0 OJd o0 d

Award currency

As an organisation | want to create a currency

e SN :.. —‘% Create currency ——— | Currency in wallet

2
5%
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As a participant | want to exchange Freecoins for value
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!

As a participant | want to create a wallet
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Transfer Freecoins

| |

n Wallet ID Wallet ID
— —>

Wallet address Wallet address

Participants are able to transfer currency between themselves.

This could form the basis for a community reward or ‘kudos’

system.

PROPOSED ‘LEAN’ ARCHITECTURE

(future) separate API and front-end
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Figure 6: freicoin overview
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4.2ExploitatidmeyondéPilots

Exploitationof the Freecointools and featuresrangesfrom usecasesthat mayrun in parallel
with new governmentalnnovationsfor the recovery of nationaleconomiessuchasGreeceor
the trust managementlynamicsshapingthe structure of the financialservicesindustry at the
aggegate level.

From atechnicaldesignpoint of view we believethat evenbeyondthe spanof this researchand
its applicationto pilots it canbe of greatinterest, both for businessand socialpotential,to
develop and documenta Freecoin Toolchain software kit basedon Bitcoin Core 0.10 and
capableof bootstrappingthe genesisof new adhoc blockchaingntegratingthe work done in
the e-democracyD-CENT pilots and the SocialPOW concept, implementinga sustainable
modefor operationof the blockchainalo environmentallysustainable.

The Toolkit shouldcomewith clientwalletsanda serverinfrastructurethat canbe operatedby
ICT professional&andon whichmore layersof integrationcanbe developedo interfaceit with

the existingd s ma 1 tinjrastructure. As we graft such developmenton the Bitcoin Core

codebaseand compatiblesoftware like Libbitcoin, suchlayersof integrationwould obviously
feedbackinto the mainstreamopen source panoramaand interest usecasesevenbeyondthe

oneswe are contemplating.

Beyondinflation and deflation,the FreecoinToolchainis an experimentin decentralizedigital
currencydesignthat aimsto allow for a selfadjustingmoneysupplyby harnessinghe inputsof
usersin a currency system.By linkingdemocrdic deliberationwith currency creation through
the SocialProofof-Work, systemscanbe designedo enablea flexible currency supplyset in
real time at the light of users trust managementdynamics,also taking as example the
experimentdeadby Freicoinwith the demurrageof coins(basedon Bitcoin Core 0.8).
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5 ConclusienWhaits succesgor Freecoiandhow
tomeasura?

In order to proposea setof metricsandindicatorsto asses€ommunityimpactandcommunity
resilience as an outcome of the use and growth of Freecoin,we have to consider the
differencedetweenFreecointools andfeaturesrangefrom usecases.

Referrirg to the mainfeatureswe individuatedor our researchto contribute to pilots, we may
considerthree differentcases:

1)Distributestoragearchitecture

A clear indicator of successwill be the effective deploymentof at least 3 nodes for each
formerly central databaseadoptingthis feature. Suchnodesshouldbe held by participantsto

the network, whose participationis incentiviseda wel-communicatedrinciple of stewardship
for data commons.Scalingo more nodesis advisableand such a scding shouldtend to be
devicecentric rather than mixed up on multi-tasking systems.

2)Blockchaimased@omplementacyrrency

Measuringthe successof a currency is relatively easyand mostly bound to its quantitative
nature. We should also look at the political acceptanceof the currency by top-down
institutions,which bindsthe succesdor this aspectto the overallwork done by D-CENT asa
whole, in havingperceivedthe applicationof suchtools as a reliable source of information,
aggregatiomndquantificationfor behaviourscontributingto the commongood.

3)P2Rrustmanagement

The succes®f this featurewhenappliedto pilots is tightly coupledwith the developmentsn e-
democracyand the level of integration of the two main pilots in D-CENT, establishinga
connectionthat is as seamlessas possiblebetween the distribution and circulation of social
creditsandthe politicalprocessof deliberationthat take placein the assembly.

When looking to this featuresthemes,it is important to remembe that Freecoinis not a
currency,but a suiteto createP2Pcurrencies in order to scalebottom up cooperationfor the
socialgood. This happensby givingpilots a tailor-made Digital SocialCurrency as reputation
managemenin terms of toleranceof risk to a distributed allocationof credit createdamong
engageanembers Accordingly the generalrationalefor successs the following:If the tools of
the Freecoinsuite will increaseboth sensiblyandreliablysuchdecentralizecallocationof credit
through the set of features summarizedabove, Freecoin will be considereda successful
codebasefor decentralizedtrust managementand complementary currency governance
systems.
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5.1ndicatoref success

In eachpilot, we will monitor the usualmeasuredor determiningthe performanceof currency
systemsandtheir socialimpact We proposeto defineasocialimpact asfollows:the socialand
cultural consequencefor pilotsdpopulationsof the introduction of Freecoin.Socialimpacts,in
this field, involvethe waysin which peoplerelate to one another by meansof Freecointools,
andthe way they organizeto meettheir needs,andgenerallycope asmembersof community,
aswell aschangego the norms, valuesandbeliefsof individualghat guideandrationalizethe
politicalprocessof deliberation.

Alongsidequantitativemetrics, we will also measurethe impactand related a succesf the
Freecoin tools in the different contexts through qualitative research mostly in terms of
storytellingby the users- Are peoplehappyHow manysocialeventsare happening?Are the
tools helpingdevelopinga more resilient community,and more inclusiveeconomicmodel® Is
there more, political participation, cooperative agriculture work, overall regional economic
resilience,more music,art, crafts and theatre than before the FreecoinToolchainstarted to
operate in eachpilot and usecasecontext?Are citizensprotecting and enhancingheir local
commongood?

More generally,it is possibleto defined impact indicators by comparing D-CENT pilot
outcomes to the successof best practices emerged from the work of researchersand
practitionersof complementarycurrencysystems:

Indicator #1. Increased volume of currency in alocal area

Giventhat the volumeof conventionaimoneyin alocalareais scarce evidencedoy the levelof
underutilizedhumanand materialresourcesin a givenarea,Freecointools shouldincreasethe
volumeof transationsin a localareato mobilize these resources. The velocityof moneyin
circulatiomayincreaseHighervelocitymeansthe samequantityof moneyis usedfor a greater
numberof transactionsandis relatedto the demandfor money.It is measuredasthe ratio of
GDP to the givenstock of money.Impactindicators can be adjustedto the measurements
needsof eachpilot duringprototypingin WP5.

Indicator #2. Increased employment opportunities

Freecointools should give their participantsa safeway of trying out their new employment
choicespy improvingthe localrate of employment

Indicator #3. Increased importance of traditionally undervalued activities

Community membersthemselvesdecide the value of childcare,artisan skills or community
organizing,by establishinga connection between the distribution and circulation of social
creditsandthe political processof deliberationaboutthe communitysector. The rateof growth
of communitgectoractivitieendorsedby meansof P2Ptrust managemenis a measureof the
communityimpactof Freecointools.

Indicator #4. Increased strengthening of social relationships

Freecointools are intendedto help the memlers of a societyto reinforce and create social
networks. In order to measurethis feature we will use the increasen the numberof individual
citizenthat activelyparticipateto decisiormakingprocessby usingD-CENT platformand the
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increasingngagernt with localdemocracygssociatiorsnd organizationsy meansof Freecoin
tools.

Indicator #5. Counter -cyclical economic tendency

Some complementarycurrency systemsprovide a beneficialcountercycicalimpulseto the economy.
During periodsof recessbns, the volumeof transactionsandthe numberof participantancreaseswhile

the opposite happensduring boom periods. The most detailedstudy in this respectinvolvesthe Swiss
WIR currencyin severalstudiesby ProfessorJamestodderStodder2000,2009).The WIR is the oldest
continuouslycomplementarycurrency systemin the world: it was started in 1934 and involvestoday
some 70,000SwissbusinessesThis provides80 yearsof high quality data. Stodder'sstudiesprove that

the WIR systemplaysa significantcounterccydkal role in the Swisseconomy,stabilizingparticularly
GNP andemployment.

Indicator #6. Reduced need to migrate to urban areas in a search for money

The lastimpactindicator refersto a correlation betweenthe implementaibn of Freecointools
andthe net migrationrate of a geographicadrea. If there is enoughincometo mobilizelocal
production usinglocal resourcesto meet local needs,people do not need to migrate to
differenturbanareasin order to earnmoney.
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AnneX..FreecoiimoochaiApplicatioto Pilotsand
Usecass

As we presentedin the designdocumentabove,the FreecoinToolchainis the result of the

featuresbuildingprocessconductedwith LEAN-UX methodologyin WP1 andWP3. The design
of decentralied complementarycurrency and trust managemensystemsfor T4.4 hasbeen
directly informed by the needsof the communitiespiloting the Digital SocialCurrency on D-

CENT.We analysedhe qualitativedatagatheredduring2014andbelow there are the various
applicationsof the FreecoinToolchainto the p i | apmtext8. For eachpilot in Iceland,Spain
andFinlanda descriptionof systema scenarioanda pilot-specifidist of featuresare proposed.
Finallya variationof the third pilot (Finland)is proposedfor one of the usecaseddentifiedin

D3.4,namelythe experienceof art andentertainmentworkers at MacaoMilan.

- Iceland: @ecentralizeccomplementarycurrencysystemfor Your Priorities;

- Spain: Decentralisedapplicationto be integratedto the Community ExchangeSystemfor
Eurocat;

- Finland and ltaly: Decentralizedbottom-up social remuneration for Helsinki Urban
cooperativeFarmandMacaoculturalworkers in Milan

Pilotl (Iceland)5ociaKronas PoliticalReputation
Tokesfor YouPriorities

The pilot with the richest potential in terms of experimentationon Digital SocialCurrency is

currently the Icelandicone. The Icelandicpilot canbe seenas experimentationin distributed

reward mechanism$or politicalengagementyithin the prioritization of bestpolitical proposals
by citizens Indeed,Your Prioritiesis a platform that alreadycontainsa reputation systemthat

distributesé s oc 1 & dA mestierearnsrewardscalledé s o @edits'in the form of digital

tokens by other memberswho vote for that proposalduring ReykjavikParticipatoryBudgeting
event. Snce socialcredits are assignedo those that deliver the best political proposalsin the

participatorybudgetingevents,it becameclear duringour researchthat those credits could be

spert in the local economy turning them into SocialKronasrecognisedby the ReykjavikCity

Council

D-C E N T Bigital Social Currency pilot in Icelandrelates to the experimentationaround
political participation and political reputation linked - by a reward system- to the local
economyof Reykjavik The basicideais to translatethe civic action and citizen active political
participationin the city policiesinto a socialcredit that canbe spentto accesgeal local public
goods/facilitiesand services In this way citizensservethe communityand are servedback by

the community in a decentralizedand selfmanageddigital network recognisedby theci t y 0 s
democraticinstitutions
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Your Priorities eDemocracysoftware already provides a reputation systemthat dispenses
socialcapitalin the form of sociatredit2o usersproposingideasthat are then prioritized by
the rest of the community(SocialProof of Work): 165 of them havebeenformally reviewed
and acceptedby the City Council since 2010. However, at present these credits cannot be
spentin the socioeconomyof Reykjavikrewards are assiged, but they do not translateinto
real value.Hence,in order to foster citizen engagementvith real rewards, D-CENT is co-
designingblockchaienabledtools that can transparentlymanagethe creation, storage and
circulationflow of Your Priorities socialcreditswithin the city economy

Socialcredits will be createdby usersthemselvesn the act of voting (or distributedto users

for voting). By harnessingheir political and civic engagementuserswill receives o eioa/Iln s
s o0 &imaslin their personalwallets: digital tokens or vouchersthat - like air-milesin the
frequent flyer programs- can be spent as currency within Reykjavikmetropolitan area. By
rewardingbestproposalsin a P2Penvironment,userswill be enabledto collectivey sharetheir
trust with other usersin a way that structurally increaseoliticareputationwhilesimultaneously
decreasinthe risk of managingereditin the political system (that is, bad proposas are not
rewarded).

As in D-CENT one speaksof citizen loyalty to commonsenhancingvalues,rather than
costumer loyalty for profit making- initially - a major playerto accepts o & imaslearned
though political engagemenfor the bettermentof Re y k | sosialgdodweould be the City
Council by offering the infrastructure - an escrow account- that would provide accessto /
acceptpaymentfor goodsand services:1) use of public facilities/utilities;2) use/provisionof
local transports, health services,etc; or still 3) the accessto Reykjavikcultural institutions
(museumsentertainment,events,etc.). In brief, this is one of the most advancedtxperiments
in concretelyrewardingcitizen engagemenas a serviceto the communitywith the possibility
to enjoy,in return, servicesthat better their lives.In effect,the city will be technicallypayinga
smallfeeto pro-activecitizensfor makinga goodideawork for the city.

The followingblueprintis adaptedrom LietaerandKennedy(2012).
The Freecoin Toolchain for Your Priorities: Descripti on of System
Region served: ReykjavikMetropolitanArea

Name of currency / Standard of Value: &ocialk r o n(8KRfiedeemableat 10: 1 ratio
with Icelandidronas(ISK),i.e.10 SCR= 1 ISK

Management: Betri Reykjavik Citizen Foundatior/ City Hall
Cost recovery: annualevyBetri Reykjavik Citizen Foundation/ City Hall

Main purpose: transformingpolitical reputation into currency. It would be the first time
where reward for betteringthe socialgood canbe spentfor real valuewithin a decentraized
andtransparentpaymentsystem.

Benefits: link desirablepolitical participationto life modelsthat enhancehumanengagement
for the developmentbf the commongood. Within the context of participatorybudgetingpilot
membersengagen proposinginitiativesfor the betterment of the commonandsocialgood of
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Reykjavikand surroundingareas.Their very ideascanbetter their communityand environment
while alsorewardingdirectly those that proposedthe bestideas.This would make Rekyavika
city with increasedevelof political participation,improvingthe relationshipandtrust between
citizensandelectedrepresentativesthusincreasinglemocracy.

Participants: Your Prioritiesmembers(12k individualsywithin the pilot to be extendedto the
whole citizenryof Iceland.

Core mechanisms: SocialProof-of-work asProofof-PoliticatParticipationfor the socialgood
connectedto a6 P oftMo n e y & / AEsuent. Thevpro-active and crowd-sourced decision

makingprocessfor the betterment of the socialgood that happenson Your Priorities canbe
linkedto a speciafund (or 6 p of mo n epyodidedby the City Hall (alongsidehe resources
allocatedfor the participatory budgetingyearlyrounds). The pot of moneywill be an escrow
accountthat would clear socialcreditsinto Icelandickronasto be spentwithin the circuit, for

exampleto accesghe city transportation network, pools, cultural life, socialservicesand the

like. As for redeemingokens,the SocialKronasescrowaccountwould releasevalueexpressed
in Icelandickronasto the individualghat meet the conditionsof the socialproof of work for

the Icelandidigital SocialCurrency Pilot: the proof-of-politicatparticipation.In practice,a user
contributing with a highlyrated proposalon the YP platform by other users,would havethe

possibilityto redeem this reputation rates (socialkronas) in exchangeof a specificrange of

goodsandservicesthoserelatedto the setincludedinto the circuit.

Governance: Betri Reykjavik Your Priorities/ Citizen Foundatior/ Town Hall: participatory
governancendpolicymaking.

Freecoin Toolchain Features for Icelandic Digital Social Currency

Feature #1: transforming reputation for the betterment of the common good into
money: Socialkreditswill be coinsin userswallets.

Feature #2: blockchain based complementary currency: ubiquitouswalletsfor acustom
currencysystembasedon SociaPOW

Feature #3: convertibility into ISK through City Hall Escrow Account
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Figure 7:

Icelandic pilot overview
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